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Michigan Government - 2013

* 251.1 million spam emails blocked

* 2.5 million web browser based attacks*
* 179.5 million http based attacks*

* 79.5 million network scans

* 5.2 million intrusion prevention blocks*

558,837 Cyber attacks blocked in
Michigan state government DAILY!

January - November 2013
* Included in total daily Cyber Attacks blocked.
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What is Cyber Warfare?

“actions by a nation-state
to penetrate another
nation’s computers or
networks for the
purposes of causing
damage or disruption.”

-Richard A. Clarke
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Threats to the Infrastructure

With simulated attack, Wall Street to prep for
virtual threats

avmewos ot ENErgy sector under increasing attack: DHS
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Wall Street fim . . : . "
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The Securities gainst Cyber Threats
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mo%%wwwma Mm /v 12 The plccording to an alert issuad last year by the U.S. Department of Homeland Security, hackers using a
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simulation. | STORIES its motfrom oft and gas companies about drilling prolects and bids.
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SCADA vuln injectigFecutity systems to protect their critical

nfrastructure,
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National Strategy — February 2013

Executive Order 13636

Increase volume, timeliness and quality of information
Expedite clearances to those who need them

Develop a baseline cybersecurity framework

|dentify critical infrastructure that is “at greatest risk”
Develop the Federal cyber workforce

Policy Directive 21

Increase collaboration across federal agencies

Increase collaboration with intergovernmental partners and
private owners of critical infrastructure

= Create “near real-time” situational awareness
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National Framework — Core Functions

Category
Function Unique Category
Identifier
AM Asset Management
BE Business Environment
\ — Q . *. Identify GV Govemance
m 3.” _ < RA Risk Assessment
RM Risk Management
\ v —\. O .ﬁ m n .H AC Access Control
AT Awareness and Training
4\ U .ﬂ Protect DS Data Security
m .ﬁ m n P Information Protection Processes and Procedures
PT Protective Technology
\ x m m b o : Q Detect AE Anomalies and Events
CM Security Continuous Monitoring
\ m DpP Detection Processes
m n O < m —1 CO Communications
Respond AN Analysis
Mt Mitigation
M Improvements
Source: NIST RP Recovery Planning
Recover ™ Improvements
Co Communications




Michigan Cyber Initiative

Governor’s “Michigan Cyber Initiative”

= 2011 Michigan Cyber Summit

= 2012 Cyber Breakfast Conference Series
» 2013 Michigan Cyber Summit

= 2014 Cyber Lunch Conference Series

Michigan Cyber Security Toolkit

= User Guides for Business, Government, School, Home
= Monthly newsletter to private/public partners

New Cyber Awareness Training for State Employees

= 2013 Top Security Project (by National Association of State CIOs)

Michigan Cyber Range

= Training/testing facility with private/public partners, launched November 2012
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NGA Resource Center for State
Cybersecurity

* Examine role of state policy to protect:
— State-owned and State-based cyber infrastructure
— Telecommunications
— Financial Records
— Banking Systems
— Electrical Grids
— Water Systems
— Energy Companies
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NGA Call to Action — “Act and >o__.=mﬂ=

September 26, 2013

* Key Actions for States:

— Establish governance and authority structure for
cybersecurity

— Conduct risk assessments

— Implement continuous vulnerability mmmmmmBmZm and
threat mitigation practices

— Ensure compliance with current security
methodologies

— Create a culture of risk awareness
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How Will We Respond?

Michigan Cyber Disruption
Response Strategy Michigan Cyber

Disruption

Public/Private Partnership
= Communication Strategy

* Development of Public/Private
Response Plans

" Training and Exercise Plans
" _N_m_A >mmmmm3m3.ﬁ _/\_m._”_JOQO_Om< www.michigan.gov/cybersecurity
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The CDRS Team in Michigan
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2014 and Beyond

Continued awareness and training efforts
* Awareness training for all employees

* Technical training for IT staff (Michigan Cyber Range)

Expansion of Michigan Security Operations
Center (MiSOC)

* 7x24x365 Cyber monitoring, detection, and response

Data Loss Prevention (DLP) Solution/RFP
Enterprise-wide Risk Assessment

Cyber Civilian Corps (Spring/Summer 2014)
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Thank You!

Dan Lohrmann
Michigan Chief Security Officer
LohrmannD@michigan.gov

Richard Reasner
Director, Michigan Cyber Security
ReasnerR@michigan.gov

Phone: 517-241-4090
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